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Nowadays, end-to-end encryption, which protects the communicating parties from any eavesdrop-
ping, receives more and more attention. Since the Snowden affair in USA, when it was revealed
that many cryptosystems have deliberately built back-doors, one of the most important goals for
cryptographic researchers has been to bring high-security cryptographic systems to the public and
expose primitives that are inadequately secure.

However, eavesdropping can have many different purposes which is often not directed against
the privacy of the individual, but rather for the protection of the existing state apparatus which,
of course, indirectly guarantees the safety of citizens.

So a serious question arises from this situation: whether developers can agree with the authori-
ties to built escrow keys in their encryptions system, or they must cover up any attempt to protect
the personal privacy of users.

In this lecture firstly we shall present the capabilities of the end-to-end encryptions, secondly
we shall show our opinion, our results.
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